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13.5	Security capability negotiation between SEPPs
The security capability negotiation over N32-c allows the SEPPs to negotiate which security mechanism to use for protecting NF service-related signalling over N32-f. There shall be an agreed security mechanism between a pair of SEPPs before conveying NF service-related signalling over N32-f.
When a SEPP notices that it does not have an agreed security mechanism for N32-f protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP over N32-c in order to determine, which security mechanism to use for protecting NF service-related signalling over N32-f. Certificate based authentication shall follow the profiles given in 3GPP TS 33.210 [3], clause 6.2. 
A mutually authenticated TLS connection as defined in clause 13.1 or HTTPS and JWS as defined in clause 13.6.2.1 shall be used for protecting security capability negotiation over N32-c. The TLS connection shall provide integrity, confidentiality and replay protection.


Figure 13.5-1 Security capability negotiation
1.	The SEPP which initiated the TLS connection shall issue a POST request to the exchange-capability resource of the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service-related signalling over N32-f (see Table 13.5-1). The security mechanisms shall be ordered in the initiating SEPP’s priority order.  
2.	The responding SEPP shall compare the received security capabilities to its own supported security capabilities and selects, based on its local policy (e.g. based on whether there are RI providers on the path between the SEPPs), a security mechanism, which is supported by both initiating SEPP and responding SEPP. The responding SEPP shall ignore any security mechanism supported by the initiating SEPP if the responding SEPP cannot interpret that security mechanism. 
3.	The responding SEPP shall respond to the initiating SEPP with the selected security mechanism for protecting the NF service-related signalling over N32. 
Table 13.5-1: NF service-related signalling traffic protection mechanisms over N32
	N32-f protection mechanism
	Description

	Mechanism 1
	PRINS (described in clause 13.2) 

	Mechanism 2
	TLS

	Mechanism 3
	PRINS version 2 (described in clause 13.6)

	Mechanism n
	Reserved



If the selected security mechanism is PRINS, the SEPPs shall behave as specified in clause 13.2.
If the selected security mechanism is PRINS version 2, the SEPPs shall behave as specified in clause 13.6. 
If the selected security mechanism is PRINS or PRINS version 2, the SEPP may indicate a security profile. 
NOTE: A security profile can for example include pre-selected cipher suites, default modification policies and default data_type encryption policies and/or a list of IEs to be protected, during the N32-c negotiation process. PRINS security profile specification is out of scope in 3GPP.
If the selected security mechanism is TLS, the SEPPs shall behave as specified in clause 13.1.2, tear down the N32-c connection and forward the NF service-related signalling over N32-f using a TLS connection. 
If the selected security mechanism is a mechanism other than the ones specified in Table 13.5-1, the two SEPPs shall terminate the N32-c TLS connection.
**** Next Changes****
13.6	PRINS version 2
13.6.1 General
PRINS version 2 (PRINS v2) is based on PRINS but differs from PRINS in two main aspects: 
1. N32-c connection. In PRINS, N32-c is an end-to-end TLS connection between cSEPP and pSEPP over roaming intermediaries, initiated by using HTTP CONNECT before establishing the TLS connection (clause 5.5.2.1 of TS 29.573 [73]). PRINS v2 does not use HTTP CONNECT to establish end-to-end TLS connection for N32-c. Rather, PRINS v2 uses HTTPS and JSON Web Signature (JWS) to protect N32-c communication. In addition, PRINS v2 defines application layer authenticated key exchanges between cSEPP and pSEPP to derive shared keying materials for protecting N32-f communications between cSEPP and pSEPP using JSON Web Encryption (JWE) as specified in RFC 7516 [59]. 

2. N32-f connection. In PRINS, either NDS/IP domain security or TLS VPN (clause 13.1.2) is required for protecting N32-f connection. In PRINS v2, HTTPS/TLS is used for transport security for N32-c connection. Further, in PRINS, a roaming intermediary needs to work on the reformulated JWE (and JWS) tokens to create modification patch (see clause 13.2.4.5). In PRINS v2, a sending SEPP preserves the original HTTP/2 message after transforming and protecting it with JWE. Roaming intermediaries can work directly with unencapsulated HTTP/2 message to create modification JSON token. In addition to modification policy check, a receiving SEPP also ensures that the roaming intermediaries on the N32-f connection are consistent with the roaming path established in N32-c. 

With those changes, PRINS v2 harmoizes the operations of SEPPs and roaming intermediaries for both N32-c and N32-f interfaces. 
13.6.2 Procedure
13.6.2.1 N32-c procedures
13.6.2.1.1 General
The N32-c procedures are used between the SEPPs in two PLMNs for mutual authentation, security mechanism selection, key exchange, and negotiation of other security configuration parameters. N32-c procedures shall use HTTPS for transport layer protection and JWS/JWE for application layer protection. 
The first N32-c procedure to be executed between the SEPPs in two PLMNs shall be the security capability negotiation procedure (clause 13.6.2.1.2). If the negotiated security protection mechanism is PRINS v2, the key exchange procedure (clause 13.6.2.1.3) shall be executed next to establish the shared keying materials between the two SEPPs for protecting subsequent communication, including other N32-c procedures and N32-f interface. 
NOTE: The key exchange procedure can be combined with the security capability neogitation procedure. For example, an initiating SEPP supporting both PRINS and PRINS v2 can include the key exchange IEs in the security capability negotiation request, and the receiving SEPP supporting PRINS v2 can include the key exchange IEs into the security capability negotiation response. A receiving SEPP supporting only PRINS will ignore the key exchange IEs which it cannot interpret. 

13.6.2.1.2 Security Capability Negotiation Procedure
The security capability negotiation procedure as defined in clause 13.5 of present document and clause 5.2.2 of TS 29.573 [92] applies. In addition, the security capability negotiation request and response shall be protected with JWS. A roaming intermediary can decide whether to allow a security capability negotiation based on the authenticated PLMN IDs either in the TLS certificate or JWS protected request message. A roaming intermediary, if allowing the N32-c connection, shall include its own authenticated identity as a JWS token in the security capability negotiation request. A receiving SEPP can additionally use the authenticated roaming intermediary identities in the security capability negotiation request to decide whether to continue the N32-c negotiation. The receiving SEPP shall include all roaming intermediaries in the security capability negotiation response message. The initiating SEPP can also additionally use the roaming intermediary information in the response message to decide whether to continue N32-c negotiation.
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1.	The cSEPP shall use HTTPS as the URI scheme and establish a TLS connection with the cIPX. The cSEPP should include the FQDN of the cIPX in the security capability negotiation request message. The cSEPP shall protect all IEs in the security capability neogitiation request message with JWS using digital signature. The cSEPP’s public key certificate shall be included in the JWS token. 
2.	The cSEPP shall send the JWS protected security negotiation request message to the cIPX over TLS. 
3.	The cIPX checks the security negotiation request message agains its security and contractual policies to decide whether to allow this N32 connection negotiation. If it is allowed, the cIPX shall include the cSEPP PLMN ID and FQDNs of its own and the pIPX (in order of cSEPP-cIPX-pIPX) as an JWS token in the security negotiation request message. 
4. The cIPX shall send the JWS protected security negotiation request message to the pIPX over TLS.
5. The pIPX checks the security negotiation request message agains its security and contractual policies to decide whether to allow this N32 connection negotiation. If it is allowed, the pIPX shall include the FQDNs of the cIPX and its own and the pSEPP ID (in the order of cIPX-pIPX-pSEPP) as a JWS token in the security negotiation request message.
6. The pIPX shall send the JWS protected security negotiation request message to the pSEPP over TLS.
7. The pSEPP shall construct the roaming path (cSEPP-cIPX-pIPX-pSEPP) based on the JWS tokens in the security negotiation request message. The pSEPP can use the roaming path information in deciding whether to accept the security negotiation request message. If accepted, the pSEPP shall include the roaming path information in the security negotiation response message. The pSEPP shall protect all IEs in the security capability neogitiation response message with JWS using digital signature. The pSEPP’s public key certificate shall be included in the JWS token.
8. The pSEPP shall send the JWS protected security negotiation response message to the pIPX over TLS. 
9. The pIPX shall send the JWS protected security negotiation response message to the cIPX over TLS. 

10. The cIPX shall send the JWS protected security negotiation response message to the cSEPP over TLS. The cSEPP can use the roaming path information in the security negotiation response message in deciding whether to continue the N32-c negotiation. 

13.6.2.1.3 Key Exchange Procedure
If the negotiated security protection mechanism is PRINS v2 and the key exchange IEs are not incuded in the security capability negotiation request or response message, the cSEPP shall initiate this key exchange procedure.
[image: A black background with white text

Description automatically generated]
1.	The cSEPP shall generate its ECDHE keying materials (section 6 of RFC 7748 [46]). The cSEPP shall protect all IEs (including the ECDHE groups and its ECDHE public values) in the key exchange request message with JWS using digital signature. 
2.	The cSEPP shall send the JWS protected key exchange request message to the cIPX over TLS. 
3.	The cIPX shall send the JWS protected key exchange request message to the pIPX over TLS. 
4.	The pIPX shall send the JWS protected key exchange request message to the pSEPP over TLS. 
5.	The pSEPP shall generate its ECDHE keying materials (section 6 of RFC 7748 [46]). The pSEPP shall protect all IEs (including the selected ECDHE group and its ECDHE public value) in the key exchange response message with JWS using digital signature. 
6.	The pSEPP shall send the JWS protected key exchange response message to the pIPX over TLS. 
7.	The pIPX shall send the JWS protected key exchange response message to the cIPX over TLS. 
8.	The cIPX shall send the JWS protected key exchange response message to the cSEPP over TLS. 
9a-9b. The cSEPP and pSEPP calculate the shared secret respectively (section 5 of RFC 7748 [46]). 
Editor’s Note: weather the calculated shared secret in step 9a-9b needs further derivation to be used as N32-f master key is FFS. 
13.6.2.1.3 Other N32-c Procedures
All subsequent N32-c precedures shall be protected with JWS and HTTPS. 
Editor’s Note: weather to use HMAC or digital signature for protecting subsequent N32-c procedures is FFS. 

13.6.2.2 N32-f procedure
 SEPPs and roaming intermediaries shall use HTTPS URI scheme to transfer HTTP/2 messages over N32-f connection. 
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1.	The cNF sends an HTTP/2 request to the cSEPP. 
2.	The cSEPP shall reformulate and protect the HTTP/2 request message as specified in clause 13.2.4.3. 
3.	The cSEPP shall send both the original HTTP/2 message (minus the IEs that shall be encrypted) and the JWE token to the cIPX over TLS.  
Editor’s Note: how to preserve the original HTTP/2 message is to be decided in stage 3. 
4.	The cIPX may modify the received HTTP/2 request message. The cIPX shall create Operations JSON patch document to describe the differences between the received and modified message or reformulate the modified HTTP/2 request message into a regular JSON document (i.e., not a JSON patch). The cIPX shall digitally sign the resulted JSON object (clause 13.2.4.5.2). 
5.	The cIPX shall send to the pIPX over TLS the modified HTTP/2 mesasge, JWE token generated by the cSEPP, and the JWS token generated by itself. 
6. The pIPX may modify the received HTTP/2 request message. The pIPX shall create Operations JSON patch document to describe the differences between received and modified message or reformulate the modified HTTP/2 request message into a regular JSON document (i.e., not a JSON patch). The pIPX shall digitally sign the resulted JSON object (clause 13.2.4.5.2).
7.	The pIPX shall send to the pSEPP over TLS the modified HTTP/2 mesasge, JWE token generated by the cSEPP, and the JWS tokens generated by the cIPX and itself. 
8. The pSEPP shall validate the JWE and JWS tokens and check the modifications against its security policy. In addition, the pSEPP shall ensure that cIPX and pIPX on the N32-f connection are the same as those in N32-c connection. If all validations succeed, the pSEPP shall recreate the modified HTTP/2 request message as specified in clause 13.2.4.7 if JSON patches are received. If the received modifications are regular JSON objects, the pSEPP shall recreate the modified HTTP/2 message from the cSEPP’s JWE object and the pIPX’s JWS object. 
9. The pSEPP shall send the modified HTTP/2 request message to the pNF. 
10. The HTTP/2 response message from the pSEPP to the cSEPP via the pIPX and the cIPX shall be protected and modified in the same way as the HTTP/2 request message (Steps 1-9).  

**** End of Changes****
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